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VMware and others emphasize the virtualization journey which chronicles the lifecycle of an organization from its first forays into virtualizing servers
until it reaches the private cloud end goal where IT is provisioned as a service along with monitoring, metering and chargeback. But a majority of
organizations encounter a phenomenon known as virtual stall which derails their progress along the virtualization journey - typically south of the 50%
virtualization mark. The result is missed opportunity for huge cost savings, faster IT responsiveness, and other advantages resulting from deploying
virtualization as an enterprise platform.
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Although organizations often embark upon the virtualization journey with the intention of evenutally virtualizing their data centers, they tend to start
slowly with low hanging-fruit servers such as test/dev and low-impact machines. These tactical implementations work great in limited environments,
but because they were designed without enterprise architecture in mind, they fail miserably when serving as a foundation for a virtual data center
(vDC). In addition to scalability and management limitations, they typically lack the capability to remedy even basic enterprise virtual infrastructure
concerns such as VM sprawl, I/0 performance issues, and efficient provisioning of virtual infrastructure.

Without a comprehensive strateqgic plan in place, IT staffs generally continue to approach their combined physical and virtual environments from a
physical perspective. The architecture, tools, processes and equipment utilized to run the physical data center (pDC) continue to be applied to the
virtual environment, resulting in inefficiencies along with potential performance and security issues. Meanwhile, the physical servers still consume the
lion's share of both the staffing and financial resources. The result is that the virtual machines become relegated to a tertiary infrastructure and the
virtualization journey either slows way down, or comes to a dead end.

One easy, yet pragmatic, way to avoid getting stuck along the virtualization journey is to simply start at the endpoint of a private cloud, also known as
IT-as-a-Service. An [TaaS mindset doesn't necessarily mean an organization will go from zero to private cloud in one shot, but rather that it identifies and
quantifies the private cloud benefits, and implements a solid road map to achieve them.

A private cloud encompasses pervasive virtualization as both the underpinning and enabling technology. With an ITaaS mentality, virtualization
becomes the standard and any remaining physical servers are treated as one-offs, with the knowledge that over time they will likely also become virtual
machines or be eliminated.

An ITaaS mindset forces organizations to look beyond the technology and instead evaluate the business reasons for automating the data center such as
reducing time to deploy strategically important applications, increasing top line revenues, facilitating increased customer stickiness, enhancing
employee productivity and enabling true business continuity in the event of a disaster. These business drivers facilitate the navigation of the political,
social and technical barriers to pervasive virtualization. They help smooth the progress of the organizational and architectural changes that must take
place in order to effectively transform IT to a service.

This paper explores the challenges of approaching a virtualization initiative with a physical mindset and provides both strategic and tactical resolutions
associated with adopting an ITaaS mentality. The paper is divided into three parts:

- Part |: Why a physical mindset and virtual infrastructure don’t mix
- Part Il: How an [TaaS mindset transforms the data center
- Part lll: How to adopt an ITaaS mindset



|. Why a Physical Mindset and Virtual Infrastructure Don’t Mix

Implementing virtualization as an enterprise platform encompasses change in nearly every aspect of infrastructure management. Application owners
used to operating in a vacuum now must run their servers on a platform managed by another group. Departments no longer can insist upon separate
equipment and management tools. Server, network and storage teams formerly operating in silos now are forced to collaborate. Concerns arise about
the changes that virtualization might entail in performance, security, reliability and
ISV support. The result is often increasing resistance as an organization progresses
along the virtualization journey to Tier-1, mission-critical and regulated servers.

About how long does it take to deploy or provision a new, virtual server?
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Although provisioning a virtual machine should only take around an hour, a 2011
study sponsored by CA Technologies, The State of IT Automation, showed that 47% of
the virtualized organizations queried reported taking a week or longer to provision a
virtual machine. The study shows that organizations are venturing into virtualization
without the architecture, tools and processes necessary for optimal operation.
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In traditional data centers, new IT infrastructure tends to be project driven. Large %
application implementations and other departmental endeavors provide budget for

equipment and software - filling data centers with a hodgepodge of technology

islands in the process. The result is an unwieldy and highly inefficient architecture that is very expensive to operate and nearly impossible to automate.

Approaching an enterprise virtualization initiative from a physical mentality tends to create problems in the following areas:

. Inefficient processes

. Less effective disaster recovery

- Insufficient funding

- Misaligned IT organizational structures
. Server huggers

- |solated architectural decisions

- Performance

. Lack of IT staff resources

. Costly licensing

« VMsprawl

» Security

- Qutdated application selection/development

Inefficient Processes

Data backup provides a basic example of the type of drawbacks that can arise from virtualizing with a physical mindset. All enterprise backup solutions
today probably include the ability to backup at virtual machine level, yet a large percentage of organizations that are partially virtualized still tend to
backup only at the application layer — the way they were accustomed to doing it in the physical world. The physical backup solutions additionally often
fail to offload data tasks to the storage infrastructure where they are best handled. Not executing upon a capability the organizations already possess
results in a loss of data protection and flexibility.

Another simple example is the common occurrence of continuing to load operating systems on the virtual machines rather than cloning them from
gold images/templates. In addition to a lengthened provisioning time, this legacy physical process detracts from the ability to ensure that best practices
are always followed for the VM such as disk alignment, data/swap separation, initial security, etc.

As an organization virtualizes its tier-1 servers, the lack of virtualization-specific processes can lead to serious compromises in system integrity ranging
from effective change control to requlatory compliance and security.

Less Effective Disaster Recovery

Organizations often continue to back up their virtual machines onto tapes which are transported to a DR facility and restored in the event of a disaster.
This vestige of a pDC results in much longer recovery times and older recovery points than are achieved by continuously replicating the virtual
machines to the DR site. And it frequently costs more.

Desktops commonly get forgotten in DR planning. But in the event of a disaster, users can be prevented from accessing their PCs and even laptops due
to quarantines for weather, pandemic flu, tornados, fires, terrorist attacks, etc — thus rendering them from getting to the client-server software configu-
ration they need to access a failed-over data center. In the World Trade Center bombing in Manhattan in September, 2001, for example, several of the
financial organizations with effective data center fail-over plans had not contemplated the hundreds of thousands of employees evacuated from the
city for three weeks. The employees were not able to get to their PCs, and in many case their laptops, that had the client-server software configurations
required for them to access the recovery data center sites.


http://www.itservicesautomation.techweb.com/login/index/assetId/1356/the-state-of-it-automation







Because virtual machines require much less management than physical servers, there is a common misperception that they are “free”. The reality is that they
still require management, consume resources and may chew up licensing. They also present more opportunities for security compromise. This makes the
problem of VMsprawl a potentially serious one.

Security

A June 2011 CIO article says, “There’s growing consensus that traditional approaches to network security — the firewall and intrusion-prevention appliances,
the host-based antivirus software - simply do not work well in virtualized environments for which they were never designed.” Utilizing, for instance, a
physical anti-virus scan that is non VDI-aware, can bring a virtual desktop environment to its knees during a virus scan. And the National Institute of
Standards and Technology (NIST) February 2011 report states, “...full virtualization is considered a key technology for cloud computing, but it introduces
new issues for IT security”.

A virtualized environment is challenging to manage from a physical security perspective because virtual machines migrate throughout the environment via
vMotion and DRS, making it very difficult to quickly apply firewall rules and security policies. And without svirtualization optimized switching technologies,
network administrators cannot monitor traffic on a virtual switch, leaving them potentially vulnerable to security breaches as well as to requlatory violations.

Presenting vNICs or VHBAS to physical storage can create similar problems because of the difficulty of monitoring the connections. And a virtual machine
image can contain sensitive information such as personal data, passwords, etc. and need to be cloned carefully. Patches, updates and security changes still
need to be applied to VM snapshots. VMsprawl creates more points of vulnerability and more security to maintain.

Policies and procedures born in the physical world do not address the challenges and advantages of virtualization, and can hold back both its adoption and
how it is built. They may force sub-optimal designs, or prohibit systems from being deployed effectively outright.

Outdated Application Selection/Deployment

Even as organizations realize that they will ultimately progress to the private cloud endpoint of the virtualization journey, they still develop and purchase
applications utilizing legacy application architectures. The applications can become bottlenecks because of an inability to support cloud bursting, horizontal
load-balancing, active/active data centers, etc. This can lead to compromises in both performance and flexibility.

II. How an ITaaS Mindset Transforms the Data Center

ITaaS demands pervasive virtualization in order to optimize the automation of resource provisioning. A business unit specifies the application they want
from a services catalog along with SLAs around performance and security, and the system provisions not just the server in minutes, but also the required
storage, network and security components. The system is monitored, metered and charged back according to resource utilization.

Embracing the concept of ITaaS forces a big-picture, strategic approach to the data center along with the upfront analysis, planning and piloting demanded
by other enterprise endeavors, such as implementation of an ERP system. Even if the organization decides to take a slower route to pervasive virtualization,
individual decisions around architecture, tool sets, processes and organizational structure can now be made consistent with the end-goal of an automated
private cloud.

- Processes. Data backup, virtual machine cloning, remote access, hardware troubleshooting and other processes are approached from a
virtualization standpoint using the appropriate tools and technologies to optimize results.

- Disaster Recovery. Continuously replicating virtual machines (both servers and desktops) to a remote DR site enables quick recovery in
the event of a disaster. Another option is to utilize layer technologies such as Cisco Overlay Transport Virtualization (OTV) that utilize layer 2
routing between data centers to enable active/active data centers for complete virtual infrastructure failover. Tools such as VMware Site
Recovery Manager (SRM) can further enhance virtual DR. SRM, for instance, can automate the entire data center fail-over process to a touch
of a button while also simplifying DR testing and eliminating the extensive and anachronistic paper-based DR plan. When virtual desktops
are available at a DR facility, users can log into the system via a browser anywhere around the world and thereby gain access to their
desktops, applications and data.

- Funding. The pDC vestige departmental funding model requires changes for a successful virtual environment. The centralized provisioning
of virtual resources enables chargeback or showback to users for their their actual resources consumed which drives optimal resource
utilization. Another option is to implement billing, along with showback, on a subscription basis. Both approaches help simplify the process
of funding requirements for the continued building and supporting of the prviate cloud, and maintains the predictive capacity management
capabilities required for ITaaS.

- IT Organizational Structures. Physical data center anachronisms such as requiring key cards for server access need, of course, to be
abolished. In terms of enhanced collaboration between functional specialists, the challenge and opportunity for IT management is to
institutionalize reqular communication, drive appropriate issues to a big-picture decision-making level and utilize increased account
ability to promote cross-training. Zoning and vSAN modifications need to be communicated to the server and network teams. Chang
ing a VHBA should be timed so as to not reset a production server outside of a maintenance window. The server team needs to monitor
space utilization and performance of their systems to ensure LUNSs are "right sized" by the storage team.


http://www.cio.com/article/683452/Battle_Looms_Over_Securing_Virtualized_Systems?source=CIONLE_nlt_virtualization_2011-06-06
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